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A refresher on how resolution works...
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A refresher on how resolution works...

In the beginning, the earth
was without form, and

void; and darkness was
upon the face of the deep.
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A traditional domain resolution....

$ dig ns www.example.net @b.gtld-servers.net1
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 597302
;; flags: qr rd; QUERY: 1, ANSWER: 0, AUTHORITY: 2, ADDITIONAL: 53
;; WARNING: recursion requested but not available4
 5
;; QUESTION SECTION:6
;www.example.net.  IN NS7
 8
;; AUTHORITY SECTION:9
example.net.  172800 IN NS a.iana-servers.net.10
example.net.  172800 IN NS b.iana-servers.net.11
 12
;; ADDITIONAL SECTION:13
a.iana-servers.net. 172800 IN A 199.43.135.5314
a.iana-servers.net. 172800 IN AAAA 2001:500:8f::5315
b.iana-servers.net. 172800 IN A 199.43.133.5316
b.iana-servers.net. 172800 IN AAAA 2001:500:8d::5317

$ dig ns www.example.net @b.gtld-servers.net

;; AUTHORITY SECTION:
example.net.  172800 IN NS a.iana-servers.net.
example.net.  172800 IN NS b.iana-servers.net.

1
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 597302
;; flags: qr rd; QUERY: 1, ANSWER: 0, AUTHORITY: 2, ADDITIONAL: 53
;; WARNING: recursion requested but not available4
 5
;; QUESTION SECTION:6
;www.example.net.  IN NS7
 8

9
10
11

 12
;; ADDITIONAL SECTION:13
a.iana-servers.net. 172800 IN A 199.43.135.5314
a.iana-servers.net. 172800 IN AAAA 2001:500:8f::5315
b.iana-servers.net. 172800 IN A 199.43.133.5316
b.iana-servers.net. 172800 IN AAAA 2001:500:8d::5317

$ dig ns www.example.net @b.gtld-servers.net

;; AUTHORITY SECTION:
example.net.  172800 IN NS a.iana-servers.net.
example.net.  172800 IN NS b.iana-servers.net.
 
;; ADDITIONAL SECTION:
a.iana-servers.net. 172800 IN A 199.43.135.53
a.iana-servers.net. 172800 IN AAAA 2001:500:8f::53
b.iana-servers.net. 172800 IN A 199.43.133.53
b.iana-servers.net. 172800 IN AAAA 2001:500:8d::53

1
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 597302
;; flags: qr rd; QUERY: 1, ANSWER: 0, AUTHORITY: 2, ADDITIONAL: 53
;; WARNING: recursion requested but not available4
 5
;; QUESTION SECTION:6
;www.example.net.  IN NS7
 8

9
10
11
12
13
14
15
16
17
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New and improved! Now with less NS!

$ dig www.a-random-test-domain.net @b.gtld-servers.net   1
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 88332
;; flags: qr rd; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 23
;; WARNING: recursion requested but not available4
 5
;; QUESTION SECTION:6
;www.a-random-test-domain.net. IN A7
 8
;; AUTHORITY SECTION:9
a-random-test-domain.net. 172800 IN NS www.a-random-test-domain.net.10
 11
;; ADDITIONAL SECTION:12
www.a-random-test-domain.net. 172800 IN A 193.151.173.1613

$ dig www.a-random-test-domain.net @b.gtld-servers.net   

;; AUTHORITY SECTION:
a-random-test-domain.net. 172800 IN NS www.a-random-test-domain.net.

1
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 88332
;; flags: qr rd; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 23
;; WARNING: recursion requested but not available4
 5
;; QUESTION SECTION:6
;www.a-random-test-domain.net. IN A7
 8

9
10

 11
;; ADDITIONAL SECTION:12
www.a-random-test-domain.net. 172800 IN A 193.151.173.1613

$ dig www.a-random-test-domain.net @b.gtld-servers.net   

;; AUTHORITY SECTION:
a-random-test-domain.net. 172800 IN NS www.a-random-test-domain.net.

;; ADDITIONAL SECTION:
www.a-random-test-domain.net. 172800 IN A 193.151.173.16

1
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 88332
;; flags: qr rd; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 23
;; WARNING: recursion requested but not available4
 5
;; QUESTION SECTION:6
;www.a-random-test-domain.net. IN A7
 8

9
10

 11
12
13
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Does this actually work?! 
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What sayeth the RFCs?
Unauthenticated RRs received and cached 
from the least trustworthy of those 
groupings, that is data from the additional 
data section [...] should not be cached in 
such a way that they would ever be returned 
as answers to a received query.  They may 
be returned as additional information where 
appropriate.  Ignoring this would allow the 
trustworthiness of relatively untrustworthy 
data to be increased without cause or 
excuse.
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Does this actually work?! 
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Does this actually work?! 

But,
maybe...
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I'm feeling lucky...
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I'm feeling less lucky...
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