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# PRESENTING CODE

Example

8 Registrant Name: Warren Kumari

9 Registrant Organization: Acme Anvils
10 Registrant Phone: +1-555-867-5309

11 Registrant Email: warren@kumari.net



# PRESENTING CODE

Example

S whois kumari.net

Domain Name:
Updated Date:

kumari.net

Creation Date:
Registry Expiry Date: 2035-11-12T11:53:157Z

2026-01-12T15:11:567%7
2014-11-12T11:53:15%

1@ - AN

Phone : =
rant Email: wc

c Zzatlon: sAc

2.1



# PRESENTING CODE

Example

8 Registrant Name: BUID-cb42452d14e030bbe8a7604e1990cbcb394£0481

9 Registrant Organization: BUID-f0ec0188fc229e77e65418813fleldc7£3d9%ee54
10 Registrant Phone: BUID-a53085e823f9c471e613d78255cdeded9dlcf53c

11 Registrant Email: BUID-245b72ebbd0dadl2fa5fdléeecff8cbebaalee5d



# PRESENTING CODE

Example

Registrant Name: BUID-cb42452d14e030bbe8a7604e1990cbcb394£0481
Registrant Organization: BUID-f0ec0188fc229e77e65418813fleldc7f3d9%eeb54

Registrant Phone: BUID-a53085e823f9c471e613d78255cdeded9dlcf53c
Registrant Email: BUID-245b72ebbd0dadl2fa5fdléeecff8c6ebaalee5d

3.1



# PRESENTING CODE

Cyber attack icons created by nangicon - Flaticon



# PRESENTING CODE




# PRESENTING CODE

Registrar 4

ev?l.com /

bad.net
bank-phish.io

- - /l«akr@aol.com

Cyber attack icons created by nangicon - Flaticon




# PRESENTING CODE

~

Registrar A

evil.com /

bad.net
Bomk L\\Sl’\ \O

’ /l«akr@_aol .com
S

c.'ti-loomk.org H

B?g-baomk.co»«

hakr@aol.com Registrar B

™~

\_ J

Cyber attack icons created by nangicon - Flaticon




# PRESENTING CODE

@.

Registrar A

e_vil.com /
bad.net k

~

L:)O\V\k" lmSlf\ 1O

/l«akr@aol .com

Big-Baank.COM

hakr@aol.com Registrar B

Cyber attack icons created by nangicon - Flaticon




# PRESENTING CODE

-
‘ eqgistrar 4

e |
A I —

«

] —

B?g-haank.eowx

hakr@aol.com Registrar B

-6 omk.org

Cyber attack icons created by nangicon - Flaticon



# PRESENTING CODE

Making a hash of things...

1. INPUT

~

A=1

2

"

bob@example.com ] =

B=2

15

=26

NON-LETTERS
@.)=0

B=2

2

@:

0

- K+ e

SUM

> 2+15+

=

5

B4 =

24

> 240+

13

> 5424 + =D

16

>1+13 +

Bl 12

> +16 +

[m—'uam:mn'un'

5

—

0

+12 4

+ 5+

15

=34+

'

3|0

13

+15+

+13

126

‘Fixed-Size' Result

(Always a number)

‘Fixed-Size’ Result

(Always a number)
|
Digital
Fingerprint

—+ 2. MAP LETTERS TO VALUES —+ 3. ADD UP THE VALUES —> 4. OUTPUT (THE 'HASH')

CRITICAL
DIFFERENCES:

§ - Easily reversed: Knowing

126, you could find many
strings that sum to it.

- Not collision-resistant:

(e.g., 'add@example.com’
also sums to 12653_

- Secure hashes (e.g.,

SHA-256) are vastly
more complex,
creating unigue, long
strings for integrity.




# PRESENTING CODE

HMACs - basically just a hash and a secret...

1. INPUT > 2. INNER OPERATION — 3. OUTER OPERATION —+ 4. OUTPUT (The 'HMAC’)

i’

A=1| 2 ] ' CRITICAL
| DIFFERENCES
B=2I 15 (HMAC vs Conceptual Summing):

= hﬂb@exampie.cnm] =

Message

8:2 | 2 = 1. Integrity & Authentication
grity
= 0 Cheek: Recipient can verify
@ = message inteqrity and that it
_ g gty
A=| §

came from the secret key

i holder.
=| < *+ 2. Keyed Mechanism: Unlike a
B4 = 24 3 0 0 sémpi‘:;_ hash, HMAC requires
i

1 = | 13 the specific secret key to be

16 16 generated or validated,
=l « 3. Cryptographic Structure:
2= 1 2 HEEI‘It? d 'I'IFIE!SS-EEIe Secure HMACs apply a complex,
— = uthentication secure hash function {like

5= 5 Code (HMAC) SHA-256) multiple times.
= FIFEd-S!IE Result |, 4. Collision Resistance: (for

W) : (Fixed-Size Result) this example's summing logic):

3

0

o —-—ols3 (x| |T|o | T

| The simple character-summing
g logic here would allow many
*D]g'tal messages to have the same
Signature signature (if they could sum to
300). Real crypto is designed
to prevent this.

Secret

36|

#




# PRESENTING CODE

e

ev?l.COM

L\akr@aol.com

~

~

.

~

Registrar A

Cyber attack icons created by nangicon - Flaticon
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# PRESENTING CODE

7

QV?I.COW\

hakr@aol.com

~

~

_

Registrar A

~

Hosh: Ox37EF...

=

™~

Cyber attack icons created by nangicon - Flaticon

Central
Service
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# PRESENTING CODE

e

e,vil.com

l«akr@aol.com

~

~

.

Registrar 4

~

Hosh: Ox37EF...
= \

BUID: 0x9C34D

Cyber attack icons created by nangicon - Flaticon

Central
Service
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# PRESENTING CODE

o

e

~

ev?l.COM

L\akr@aol.com
citi-bank.org
hakr@aol.com

I

.

Registrar 4

~

Y,

~

_

Registrar B

~

J

Hosh: Ox37EF...
= \

BUID: 0xAC¢34D

Cyber attack icons created by nangicon - Flaticon

Central
Service
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# PRESENTING CODE

-

e

~

ev?l.com

l«\akr@aol.com
citi-bank.org

L\akr@_aol.com

I

.

Registrar 4

~

Y

~

_

Registrar B

—~

J

Hosh: Ox37EF...
= \

BUID: 0xaC¢34D

Hash: Ox37EF...

ST

Cyber attack icons created by nangicon - Flaticon

Central
Service
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# PRESENTING CODE

<>

7

~

eV?I.COM

l«akr@_o«ol.com
citi-l:omk.org
L\akr@o«ol.cow\

N

.

Registrar A

~

~

_

Registrar B

\

J

Hash: Ox37EF...
= \

BUID: 0xaC¢34D

Hash: Ox37EF...
- \

BUID: 0xaC¢34D

Cyber attack icons created by nangicon - Flaticon

Central
Service
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# PRESENTING CODE

7

ev?l.cow«

L\akr@aol.c

c?ti-Bank.org
l«akr@aol.com

~

-

Registrar A

~

.

Registro«r B

~

J

Hosh: Ox37EF...
e \

BUID: 0x9C¢34D

Hash: Ox37EF...
- \

BUID: 0xAC34D

Cyber attack icons created by nangicon - Flaticon

Central
Service
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# PRESENTING CODE

c?‘ti-Bomk.org

hakr@aol.com

~

.

Registrar A

~

-

Regis‘tmr B

~

J

Hash: Ox37EF...

S~

/

BUID: 0xaC¢34D

Hash: Ox37EF...

/

S~

BUID: 0x9C34D

Cyber attack icons created by nangicon - Flaticon

Central
Service
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# PRESENTING CODE

d??-l:omk.org
hakr@aol.com

~

N\

Registrar A

~

.

Registrar B

~

J

Hosh: Ox37EF...
e \

BUID: 0x9C¢34D

Hash: Ox37EF...
- \

BUID: 0xAC34D

Cyber attack icons created by nangicon - Flaticon

Central
Service

20



# PRESENTING CODE

BCID: 0xaC34D

—

~

N\

Registrar A

_

Registrar B

~

J

Hosh: Ox37EF...
e \

BUID: 0x9C¢34D

Hash: Ox37EF...
- \

BUID: 0xAC34D

Cyber attack icons created by nangicon - Flaticon

Central
Service

21



# PRESENTING CODE

~

BCAD: 0x9C34D

/ o -A‘ml ISeC /1

e \AK (WA O(.COM

7

BCID: 0x9C34D

—

~

.

Registrar 4

~

&

Registrar B

~

J

Hash: Ox37EF...

=

BUID: 0x9C34D

Hash: Ox37EF...

S~

NN

BUID: 0xaC34D

Cyber attack icons created by nangicon - Flaticon

Central
Service

22



# PRESENTING CODE

Considerations / FAQ

23



# PRESENTING CODE

Considerations / FAQ

e Why not just publish the hash instead of the BUID?!

23.1



# PRESENTING CODE

Considerations / FAQ

e Why not just publish the hash instead of the BUID?!
» Dictionary attack: a@a.com, b@a.com, zzzzz@zzzz.com
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# PRESENTING CODE

Considerations / FAQ

e Why not just publish the hash instead of the BUID?!
» Dictionary attack: a@a.com, b@a.com, zzzzz@zzzz.com
 Why not just send the raw data to the central service?!
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# PRESENTING CODE

Considerations / FAQ

e Why not just publish the hash instead of the BUID?!
» Dictionary attack: a@a.com, b@a.com, zzzzz@zzzz.com
 Why not just send the raw data to the central service?!
= Don't necessarily want to expose my customer info to the service.

23.4



# PRESENTING CODE

Considerations / FAQ

e Why not just publish the hash instead of the BUID?!

» Dictionary attack: a@a.com, b@a.com, zzzzz@zzzz.com
 Why not just send the raw data to the central service?!

= Don't necessarily want to expose my customer info to the service.
e ... but the service could also do a dictionary attack!

23.5



# PRESENTING CODE

Considerations / FAQ

e Why not just publish the hash instead of the BUID?!
» Dictionary attack: a@a.com, b@a.com, zzzzz@zzzz.com
 Why not just send the raw data to the central service?!
= Don't necessarily want to expose my customer info to the service.
e ... but the service could also do a dictionary attack!
= Yes, they could. But we are not treating the central service as fully malicious.
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# PRESENTING CODE

Considerations / FAQ

e Why not just publish the hash instead of the BUID?!
» Dictionary attack: a@a.com, b@a.com, zzzzz@zzzz.com
 Why not just send the raw data to the central service?!
= Don't necessarily want to expose my customer info to the service.
e ... but the service could also do a dictionary attack!
= Yes, they could. But we are not treating the central service as fully malicious.
e Bob could just change his e.g email - bob@example.com, BoB@example.com

23.7



# PRESENTING CODE

Considerations / FAQ

e Why not just publish the hash instead of the BUID?!
» Dictionary attack: a@a.com, b@a.com, zzzzz@zzzz.com
 Why not just send the raw data to the central service?!
= Don't necessarily want to expose my customer info to the service.
e ... but the service could also do a dictionary attack!
= Yes, they could. But we are not treating the central service as fully malicious.
e Bob could just change his e.g email - bob@example.com, BoB@example.com
= Yup. Firstly canonicalize the raw data.

23.8



# PRESENTING CODE

Considerations / FAQ
e Why not just publish the hash instead of the BUID?!
» Dictionary attack: a@a.com, b@a.com, zzzzz@zzzz.com

Why not just send the raw data to the central service?!
= Don't necessarily want to expose my customer info to the service.
... but the service could also do a dictionary attack!

= Yes, they could. But we are not treating the central service as fully malicious.

Bob could just change his e.g email - bob@example.com, BoB@example.com
= Yup. Firstly canonicalize the raw data.

Fine! bob@example.com, bob1@example.com

23.9



# PRESENTING CODE

Considerations / FAQ
e Why not just publish the hash instead of the BUID?!
» Dictionary attack: a@a.com, b@a.com, zzzzz@zzzz.com

Why not just send the raw data to the central service?!
= Don't necessarily want to expose my customer info to the service.
... but the service could also do a dictionary attack!

= Yes, they could. But we are not treating the central service as fully malicious.

Bob could just change his e.g email - bob@example.com, BoB@example.com
= Yup. Firstly canonicalize the raw data.

Fine! bob@example.com, bob1@example.com
= Yup. These are different, and correctly create different BUIDs.

23.10



# PRESENTING CODE

Considerations / FAQ
e Why not just publish the hash instead of the BUID?!
» Dictionary attack: a@a.com, b@a.com, zzzzz@zzzz.com

Why not just send the raw data to the central service?!
= Don't necessarily want to expose my customer info to the service.
... but the service could also do a dictionary attack!

= Yes, they could. But we are not treating the central service as fully malicious.

Bob could just change his e.g email - bob@example.com, BoB@example.com
= Yup. Firstly canonicalize the raw data.

Fine! bob@example.com, bob1@example.com

= Yup. These are different, and correctly create different BUIDs.
= Also create for other info, like Credit Card, Phone, etc etc etc.

23.11



# PRESENTING CODE

Considerations / FAQ
e Why not just publish the hash instead of the BUID?!
» Dictionary attack: a@a.com, b@a.com, zzzzz@zzzz.com

Why not just send the raw data to the central service?!
= Don't necessarily want to expose my customer info to the service.
... but the service could also do a dictionary attack!

= Yes, they could. But we are not treating the central service as fully malicious.

Bob could just change his e.g email - bob@example.com, BoB@example.com
= Yup. Firstly canonicalize the raw data.

Fine! bob@example.com, bob1@example.com

= Yup. These are different, and correctly create different BUIDs.
= Also create for other info, like Credit Card, Phone, etc etc etc.

What if Bob changes everything? Name, Address, CC, Telephone?!

23.12



# PRESENTING CODE

Considerations / FAQ
e Why not just publish the hash instead of the BUID?!
» Dictionary attack: a@a.com, b@a.com, zzzzz@zzzz.com

Why not just send the raw data to the central service?!
= Don't necessarily want to expose my customer info to the service.
... but the service could also do a dictionary attack!

= Yes, they could. But we are not treating the central service as fully malicious.

Bob could just change his e.g email - bob@example.com, BoB@example.com
= Yup. Firstly canonicalize the raw data.

Fine! bob@example.com, bob1@example.com

= Yup. These are different, and correctly create different BUIDs.
= Also create for other info, like Credit Card, Phone, etc etc etc.

What if Bob changes everything? Name, Address, CC, Telephone?!

» Well, then they are not associated domains... 23.13



Self exposure...

24



# PRESENTING CODE

Self exposure...

» Bob registers many different attack domains (evil.com, phish.net), as well as a personal
domain (hacker-bob.net)

241



# PRESENTING CODE

Self exposure...

» Bob registers many different attack domains (evil.com, phish.net), as well as a personal
domain (hacker-bob.net)
e On hacker-bob.net he publishes his real name, and photo.

24.2



# PRESENTING CODE

Self exposure...

» Bob registers many different attack domains (evil.com, phish.net), as well as a personal
domain (hacker-bob.net)

e On hacker-bob.net he publishes his real name, and photo.

 Now a security researcher finds evil.com, gets the associated domains, sees hacker-
bob.net. Researches now knows that all of these are related to Bob.

24.3



# PRESENTING CODE

Self exposure...

» Bob registers many different attack domains (evil.com, phish.net), as well as a personal
domain (hacker-bob.net)

e On hacker-bob.net he publishes his real name, and photo.

 Now a security researcher finds evil.com, gets the associated domains, sees hacker-
bob.net. Researches now knows that all of these are related to Bob.

= Yes. That's true. That's a function of associated domains...

24.4



# PRESENTING CODE

Costs and complexity...

e Ok, but but someone would need to actually build and this service. That sounds
expensive!

= |t's actually not hard at all
= Demo implementation.

25



# PRESENTING CODE

Compute SHA-1 H@ of CLI input string

e RPC: GetHMAC(sha1_hash)

Sign hash using HME‘—SHAJ (HMAC Key)

Return HMAC bytes (BUID)

Format and print local %ﬁﬂ & BUID signature

Client Server




# PRESENTING CODE

Messages

1 syntax = "proto3";

2

3 package pb;

4

5 option go package = "kumari.net/blinded unique identifers/pb";

// IdentifierService defines a service for computing HMAC signatures of client hashes.
service IdentifierService {

// GetHMAC receives a SHA-1 hash and returns its HMAC-SHA signature.

rpc GetHMAC (HMACRequest) returns (HMACResponse);

}

// HMACRequest carries the SHA-1 hash of a data segment.

message HMACRequest {
// The SHA-1 hash of the input data. SHA-1 hash is strictly 20 bytes.
bytes shal hash = 1;

}

// HMACResponse carries the computed HMAC-SHA-1 signature.
message HMACResponse {

// The HMAC-SHA-1 signature of the SHA-1 hash.

bytes hmac = 1;



# PRESENTING CODE

Messages

8 service IdentifierService {

9 // GetHMAC receives a SHA-1 hash and returns its HMAC-SHA-1 signature.
10 rpc GetHMAC (HMACRequest) returns (HMACResponse);

11 }

271



# PRESENTING CODE

Messages

o000
syntax = "proto3";
package pb;
option go package = "kumari.net/blinded unique identifers/pb";

// IdentifierService defines a service for computing HMAC signatures of client hashes.
service IdentifierService {

// GetHMAC receives a SHA-1 hash and returns its HMAC-SHA signature.

rpc GetHMAC (HMACRequest) returns (HMACResponse);

}

// HMACRequest carries the SHA-1 hash of a data segment.
14 message HMACRequest {
15 // The SHA-1 hash of the input data. SHA-1 hash is strictly 20 bytes.
16 bytes shal hash = 1;
17 }

// HMACResponse carries the computed HMAC-SHA-1 signature.
message HMACResponse {

// The HMAC-SHA-1 signature of the SHA-1 hash.

bytes hmac = 1;

27.2



# PRESENTING CODE

Messages

o000
syntax = "proto3";
package pb;
option go package = "kumari.net/blinded unique identifers/pb";

// IdentifierService defines a service for computing HMAC signatures of client hashes.
service IdentifierService {

// GetHMAC receives a SHA-1 hash and returns its HMAC-SHA signature.

rpc GetHMAC (HMACRequest) returns (HMACResponse);

}

// HMACRequest carries the SHA-1 hash of a data segment.

message HMACRequest {
// The SHA-1 hash of the input data. SHA-1 hash is strictly 20 bytes.
bytes shal hash = 1;

}

// HMACResponse carries the computed HMAC-SHA-1 signature.
20 message HMACResponse {
21 // The HMAC-SHA-1 signature of the SHA-1 hash.
22 bytes hmac = 1;
23 }

27.3



# PRESENTING CODE

Server Code

000
(s *serverImpl) GetHMAC(ctx context.Context, req *pb.HMACRequest) (*pb.HMACResponse, error) {
inputHash := req.GetShalHash()
clientIP := "unknown"
p, ok := peer.FromContext(ctx); ok {
clientIP = p.Addr.String()

}
11 // Direct HMAC-SHA-1 allocation
12 mac := hmac.New(shal.New, s.hmacKey)
13 _, _ = mac.Write(inputHash) // Write never returns an error for hash.Hash interface
14 signature := mac.Sum(nil)

statsTracker.AddHash()

&pb.HMACResponse {
Hmac: signature,

b
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# PRESENTING CODE

Backup...
e But you can't just publish these in WHOIS/RDAP/etc...
» | kKinda think you can, but if not, they could stil be shared during incidents

o What if registrars abuse this and perform dictionary probes?!

= Ways to mitigate this (e.g redeemable tokens), but they add complexity, happy to
discuss.

31



