Captive Portals,
DPRIVE




Captive Portals

® Controls access to a network until payment
or AUP acknowledged.

® |f you've ever visited a hotel, coffee shop,
bookstore, airport, etc you've seen one of
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Issues

® |nterception techniques

® Unreliable

® All look like MITM attacks




Captive Portal

>
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https://login.hotspotschiphol.nl/redirect2centralpopup.php?lang=uk...lang%3Duk%26portal_id%3D21&is_profil_uri=&called_by=connector




Captive Portal

Schud)hol

Airport

You are connected

Session starting: 17/05/2015 10:07:32
Remaining time: 01:58:49

Continue




DNS Interception

® Either with site DNS servers (DHCP) or
intercepting port 53

® Breaks in the presence of DNSSEC
® Breaks in a DPRIVE'd world

® Mucks up some applications




AT TP Interception

® Requires that the user is going to HT TP site

® Breaks if the user only uses HT TPS
® Breaks if there is HSTS

® Mucks up some applications



HTTPS Interception

® Ugh.

® Breaks most things

® Jeaches bad behavior




IP Interception

® Policy routes 0/0 to the CP box

® CP pretends to ran services on all addresses



Solutions?

e |[ETF CAPPORT WG.
® BarBoF in Dalls

® Real BoF in Prague

® Charter
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DPRIVE

where is .example.com?




Status

® ) phases
® Encrypt from Stub to recursive

® Recursive to auth.




Status

® draft-ietf-dprive-problem-
statement
® |[ETF LC

® draft-ietf-dprive-start-tls-




No Privacy

15:48:29 IP 204.42.252.2.26838 > 199.19.53.1.53:

A? www.aa.org. ar: . OPT UDPsize=4096 OK
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0x0030:6£726700000100010000291000000080 org....... | ————

0x0040:0000




With DPRIVE

15:59:51 IP 204.42.252.2.42607 > 185.49.141.38.1021
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