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Assumptions
Adobe Connect is safe to run

And provides confidentiality
 

...so I don't get 0wn3d

SSAC discussions
RSSAC discussions
Board discussions
NOMCOM discussons

Time to question these assumptions...



Is anyone watching?



What's the problem?
We all use Adobe Connect to participate in ICANN
and follow links like:  https://participate.icann.org/ssac
and then "magic" happens... but how?

 

I'd kind of been scared to look
... because Adobe
... and Flash
... but one day I was feeling brave,
... and had had my morning coffee
... and we'd been talking about confidentiality

https://participate.icann.org/ssac


Scared, but looking...



Where is the magic?



Break it down...
   Thingie which
invokes plugin.

URL

.swf - ShockWave Flash?
Surely not... 



What's the problem?
Well that's odd, I've got the plugin, why does it make me get
the .swf file?
Surely the Adobe Connect Plugin is, well, Adobe Connect.
Perhaps it's just the config?

Nope, it's ~300KB compressed
and contains images

Let's see what the connectpro: handler is / does.

~/Library/Preferences/Macromedia/Flash\ 

Player//www.macromedia.com/bin/adobeconnectaddin/adobeconnectaddin.ap

p/Contents/MacOS/adobeconnectaddin

I've got a bad, bad feeling about this...



What's the problem?

 

Let's give it another URL instead....
https://af7.org/adobe.html

https://www.af7.org/adobe.html


What's the problem?
So, what is this thing?



What's the problem?
From 2013... 

Source: https://helpx.adobe.com/flash-player/kb/archived-flash-player-versions.html



What's the problem?
Surely not?



What's the problem?
Why should I care?

Source: https://www.cvedetails.com/vulnerability-list.php?vendor_id=53&product_id=6761



What's the problem?
Perhaps the version is not really 11.9.xxx?
Perhaps that's just the plugin version?!

Source: http://owl-stretching-time.com/version.html

http://af7.org/version.html

Nope :-(

http://owl-stretching-time.com/version.html
http://af7.org/version.html


This makes me sad...



But wait! There's more!



But wait! There's more!
Unencrypted media...

 

I munged the data around and kludged it
into a codec - plays properly...



But wait! There's more!
... and chat!

Oooh! I've got an idea...



But wait! There's more!
Python with libpcap
... grab packets
... look for "sendMessage"
... and print the next bit



But wait! There's more!



This makes me more sad



But wait! There's more!
even



But wait! There's more!
even

customDatadownloadUrl=/system/download?download-
url=/_a7/p5acn81mat9/source/&name=SSAC+ICANN61+Meeting+P

rogram+FINAL+Program.pdffile    Size79486



But wait! There's more!
even



But wait! There's more!
even



Questions?


