


Assumptions

Adobe Connect is safe to run
...50 | don't get Own3d

And provides confidentiality

e SSAC discussions

e RSSAC discussions

e Board discussions

e NOMCOM discussons

Time to question these assumptions...






What's the problem?

We all use Adobe Connect to partmpate in I[CANN

and follow links like: https://participate.icann.org/ssac
and then "magic" happens... but how?

I'd kind of been scared to look

... because Adobe

... and Flash

... but one day | was feeling brave,

... and had had my morning coffee

... and we'd been talking about confidentiality


https://participate.icann.org/ssac
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What's the problem?

Well that's odd, I've got the plugin, why does it make me get
the .swf file?

Surely the Adobe Connect Plugin is, well, Adobe Connect.
Perhaps it's just the config?

= Nope, it's ~300KB compressed
= and contains images

Let's see what the connectpro: handler is / does.

~/Library/Preferences/Macromedia/Flash\
Player//www.macromedia.com/bin/adobeconnectaddin/adobeconnectaddin.ap

p/Contents/MacOS/adobeconnectaddin

I've got a bad, bad feeling about this...



wn, weebls-stuft com



https://www.af7.org/adobe.html

What's the problem?

So, what is this thing?

il adobeconnectaddin
e Modified: Thursday, August 3, 2017 at 10:41 AM

¥ General:

Kind: Application
Size: 18,781,758 bytes (18.5 MB on disk)
Where: Macintosh HD « Users « wkumari « Library « Preferences +
Mamm&dla " Flarsh Plaver » www.macromedia.com » bin »




What's the problem?

From 2013...

(Released 1/14/2014) Flash Player 11.7.700.260 (140.34 MB)
(Released 1/14/2014 : : 32.04 MB)
Released 12/10/2013) Flash Player 11.9.900.170 (156.2 ME
(Released 12/10/2013) Flash Player 11.7.700.257 (140.32 MB)

(Released 12/10/2013) Flash Player 11.2.202.332 (32.04 MB)
(Released 11/12/2013) Flash Player 11.9.900152 (156.2 MB)
(Released 11/12/2013) Flash Player 11.7.700.252 (140.32 MB)

Source: https://helpx.adobe.com/flash-player/kb/archived-flash-player-versions.html
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StandalonePlayerLocalizable.strings  »«

A

1 [fak : ' . ' ' . Rk

. * © 289 Adnhe Eystems Incorporated. All rlghts reserved. *

3 ¥ s

4 * Flash Standalone Player localizable strings. *

6

7 /% Application name */

8 "“APPLICATION_MNAME" —=*“Flash Player";

0

18 /% About-box & get-info contents %/

11 "ADOBE_FLASH" = "Adobe® Flash® Player 11";

12 "“ADOBE_COPYRIGHT" ="Copyright © 1996 Adobe Systems Incorp

13 "ADOBE_ABOUT_BOX_TEXT" = "All Rignts reserved. Protected by U.S.
Flash are either trademarks or registered trademarks in the United States and/or

14 “ADOBE_URL" = "http://www.adobe.con";



What's the problem?

Why should I care?
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What's the problem?

e Perhaps the version is not really 11.9.xxx?
e Perhaps that's just the plugin version?!

http://af/.org/version.html

Flash Player is out of dale
(11,9.980,387).

Nope :-(

Source: http://owl-stretching-time.com/version.html


http://owl-stretching-time.com/version.html
http://af7.org/version.html




wait! Th 's more!
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But wait! There's more!

Unencrypted media...

| EIEE EQE 582637 IHE:IEﬂ 8.95 2e4q. 15.124.1!5 TCH 66 EBEEE + 1935 [AC

8458 296 523576 "zia.m 124. 108 192.168.9. 95 RTM 135 Auﬁiu'uata
8499 798, 522087 157,168, 9.95 209.18, 124, 188 327 Audic Data

B T R T T e Yo TER 1, 1., W - T ] — AN N TN R e Emnn . smne Fa

Frame 8497: 132 bytes on wire (1856 bits), 132 bytes captured {1856 bits) on interface @ }
Ethernet II, Src: Ubiguiti_4d:a3:b3 (B@:2a3:a8:4d:a3:b3), Dst: Apple_53:48:da (7B:4f:43:53:48:da)
Internet Protocel Version 4, Srci 209,18.124.108, Dst: 192.168.8,95
Transmission Control Protocal, Src Part: 1935, Dst Port: 50898, Seq: 386455, Ack: 326307, Len: 66
Real Time Messaging Protocol (Audio Data)
b RTHMP Header
v RTHMP Body
»* Control: @x6a (Nellymoser 22 kHz 16 bit mono)

8119 .... = Format: Nellymoser (G)

eene 1B.. = Sample rate: 22 kM2 (2}

sian oele = Sample size: 16 bit (1)

¥ «oo@ = Channels: mano (@)

Audlu data 886277b1dBec%aBaacdbadib31c6a86f7329c31c2echh4eg, ..

L]
L]
"
L3
.

| munged the data around and kludged it
into a codec - plays properly...



But wait! There's more!

... and chat!

S35 18 apbE 09, 18,124,187 AT 173 Unknown [(8x8
1. IESE 1E Fa@Fd

TR Y LT IR T T R N T, "R AR Halenme o
» Frame 1634: 173 bytes on wire (1384 bits), 173 bytes captured [1384 bits) on interfece § -
» Ethernat I, Src: Apple_S3:4B:da (7E:47143:53 4B dal, Dsti Ublquiti_d4d:33:03 (B2:2aial:4diadibi]
= Internet Protocel Wersion 4, Sro: 1920168, 0,05, Ostr 280018.124.007
= Transmission Contrel Protocol, Src Port: 54837, D&t Port: 1935, Seor 423, Ack: 92472, Len: 187
* Real Tine Messaging Protocol (Unknown (8x8))
= ATMP Header
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Vi 5B MOMESER]
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Boret st ulffuoeees
Flbuuck Frrew

IRUEERERYSE

63 11 B3 Ab Bl
65 63 72 65 T4
ff o6 Bb 42 6c

5

43 53 4B O3 08
Ib ot c@ BB 00
df 5f e2 CB 58
0B fa 35 ae B0
B2 11 B8 B2 a8
72 76 65 72 43
BE A5 B3 40 B8
Ge B4 ad 65 73
1 5375 Th 63
75 66 60 2e B4
o4 T 1 fF Tf

Oooh! I've got an idea...



if datal[12:14]="\x08\x88' and "sendMessage" in data:
decoded=decode_ip_packet(datal14:])

str
ptr = @x89
while ord(datalptr]) < @xff:
str += datalptr]
ptr +=1
print "%s5.%T %5 > %5 ! %5" % (time.strftime( 'SsH:%M',
time.localtime(timestamp)),
timestamp % 6@,
decoded['source_address'],
decoded['destination_address'], str)
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But wait! There's more!

B d @

M| Apply 5 display tler . <¥/>

Packet byles Harrcas & Wida ‘Coae serailive 1 Siring
Ho. Time VLAN  Source

1122 56@.453545 18.196.202. 158 209.18.124. 187
1123 568.453628 18,196,202, 158 209.18.124.187
1124 5608.617708 209.18.124. 187 18.196.2082.158

L Transrus-sinn Control Fr‘ntnr:ui Src Port: 1935 Dst Port: 54121, Seq: EEEE-’E ACK: E
Source Port: 1935
Destination Port: 54121
[5tream index: @]
[TCP Segment Len: 137@]
Sequence number: 28086 {relative sequence number)
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But wait! There's more!

customDatadownloadUrl=/system/download?download-
url=/_a7/p5acn81mat9/source/&name=SSAC+ICANN61+Meeting+P
rogram+FINAL+Program.pdffile Size79486
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But wait! There's more!
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But wait! There's more!
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