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" DPF NG




What'’s the problem?

| hate doing expense reports...
so | procrastinate...
... and tidy up my desk

... and clean all the crumbs out of my keyboard




What’s the problem? (cont)

THE PROBLEM witH WIKIPEDIA:

TACOMA NARROWS BRIDGE

STRUCTURAL
(OLLAPSE

THREE HOURS OF
FASCINATED CLICKING

“99 Luftballons”— “99 Red Balloons” = Nuclear accidents
— [ Three hours of fascinated clicking | = websites on the

efficiency of centrifugal enrichment of uranium-235
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http://imgs.xkcd.com/comics/the_problem_with_wikipedia.png

So what!?

All of the URLs | went to were https:// , so the content is
protected, no-one is likely to get the wrong idea...

...but many of the domain names that my machine looked
- up were, um, suspicious, especially if taken out of context.




RFC 7258 - Pervasive Monitoring Is an Attack

The IETF community's technical
assessment 1s that PM 1s an attack on
the privacy of Internet users and
organisations. The IETF community has
expressed strong agreement that PM 1s an
attack that needs to be mitigated where
possible, via the design of protocols
that make PM significantly more
expensive or infeasible.



How DNS works

. ?
g ey where is .example.com!
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How DNS actually works

www.example.com?

example.com



So what!

There is no need to ask the root the whole
name — it only knows about TLDs

There is no need to ask the .com servers
about www.example.com — it only knows
things directly in .com

Asking the full question at each level means
you are leaking information to the root and
intermediate hame servers.

This is a short example, what about e.g.
www.swiss.csail.mit.edu? www.hrc.org!?
www.aidshealth.org?
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http://www.aidshealth.org

QNAME Minimization

® Really short summary is that it makes the
behavior be how people describe it...

® Only include .com when querying the root,
only include example.com when
querying .com, etc.




QONAME Minimization

Pros Cons

Decrease in monitoring /




QNAME attack surface

where is www.exa =~ ° com!?

-’;/,-ilmpiv'; com



DPRIVE WG

® This takes DNS privacy even further
® Encrypts the DNS messages themselves
® Addresses much more active attacks

® Complements QNAME minimization




DPRIVE

where is .example.com?




No Privacy

15:48:29 IP 204.42.252.2.26838 > 199.19.53.1.53:

A? www.aa.org. ar: . OPT UDPsize=4096 OK
0x0000:45000043a40a00004011125ecc2afc02 E..C....@..".*..
B ONR0 e NSRBI GG IS0 e 80NN F0I0IC R SRR NG P L
0x0020:00010000000000010377777702616103 ......... WWW.aa.
0x0030:6£726700000100010000291000000080 org....... | ————

0x0040:0000




With DPRIVE

15:59:51 IP 204.42.252.2.42607 > 185.49.141.38.1021
0x0000
0x0010
0x0020
0x0030

N<NN/ N

:4500015bc90040004000606167cc2afc02 E..[..@.d.ag.*..
:09318d26a66f03fdda34fe90e3lee96d .1.&.0..4..... =
:801800e50£d300000101080a783C373€ @ v v et eeeeen. x<7>
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DPRIVE and ICANN

® |nitially we are focused on encrypting from
the client to the recursive server.

® |mpact recursive server operators -
increased load from TCP / encryption

® Second phase - encrypting from the
recursive to the auth server.

® |mpact to recursive and authoritative
server operators - more TCP, encryption.






