[ETF DNS Privacy

A short introduction and update on DPRIVE
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THE PROBLEM witH WIKIPEDIA:

TACOMA NARROWS BRIDGE

THREE HOURS OF
FASCINATED CLICKING

“99 Luftballons”— “99 Red Balloons” — Nuclear accidents
— [ Three hours of fascinated clicking | = websites on the

efficiency of centrifugal enrichment of uranium-235
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RFC 7258 - Pervasive Monitoring Is an Attack

The | ETF community's techni cal

assessnent Is that PMi1s an attack on
the privacy of Internet users and

organi sations. The |ETF conmunity has
expressed strong agreenent that PMiIs an
attack that needs to be mtigated where
possi ble, via the design of protocols

t hat make PM significantly nore
expensi ve or | nfeasi bl e.



QNAME Minimization



https://datatracker.ietf.org/doc/draft-ietf-dnsop-qname-minimisation/
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QONAME Minimization

® Really short summary is that it makes the
behavior be how people describe it...

® Only include .com when querying the root,
only include example.com when
querying .com, etc.
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DPRIVE WG

® This takes DNS privacy even further

® Encrypts the DNS messages themselves

® Addresses much more active attacks




No Privacy
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With DPRIVE
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