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RFC 1918 for names
A condom for the namespace
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Name collisions...

Remember this topic?
Fun, wasn't it?

It hasn't gone away yet...
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I wanna pony!

... but we told them not to do this.

corp         0.48 -> 0.10
home         0.43 -> 0.34
internal     0.55 -> 0.62
localhost    0.28 -> 0.31
localdomain  0.50 -> 0.89

 box                         ???     ->  0.07
hotspot?                ???     ->  0.12
 

Users want an internal / disconnected
namespace
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This was BCP
"Three practical methods to name the DNS domain are: 

 

* Make the name a private domain name that is used for name resolution on the 

internal Small Business Server network. This name is usually configured with the 

first-level domain of .local. At the present time, the .local domain name is not 

registered on the Internet. 

* Make the name a sub-domain of a publicly registered domain name. For 

example, if the publicly registered domain name is Contoso.com, a sub-domain of 

Corp.contoso.com can be used. 

* Make the name the same as a publicly registered domain name. 

 

Most Small Business Server customers should use the first method. The following 

list describes some of the advantages when you use a separate and private domain 

name for the local Small Business Server network:

https://support.microsoft.com/en-us/help/296250/the-domain-name-system-name-

recommendations-for-small-business-server
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https://support.microsoft.com/en-us/help/296250/the-domain-name-system-name-recommendations-for-small-business-server


...but I wanna pony!
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..wanna wanna pony!
Actually we say "Use something under a registered domain"

We are the adults, this is risky behavior, you don't actually
want to do this

We also preach abstinence
Regardless of what we think of the behavior, we can't stop
people doing this - but we can make it less risky.
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.internal

 

Reserve a name for internal use
Document that this is the place for this

Has to be a TLD for non-technical / aesthetic reasons
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DNSSEC Implications
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Delegation

One of the primary stated reasons that operating
systems haven't deployed DNSSEC validating stubs.

Local
Recurse

foo.corp?
Stub Root192.168.1.1

Local
Recurse

foo.corp?

corp does not exist - nothing between coop & corsica
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Stub Root192.168.1.1

corp DS?

No DNSSEC

DNSSEC

Currently  .corp works because no validating stubs



(Insecure) Delegation
1. Delegation in the root, with no DS records (exactly the

same as e.g .as)
2. When stub goes to validate, it sees that .internal

exists, but because it is unsigned it stops validating
things under .internal.

3. Therefore it will happily accept foo.internal

Local
Recurse

foo.internal?

internal exists, but it is not signed (no DS record)

Stub Root192.168.1.1

internal DS?

internal.  86400 IN NSEC international. NS RRSIG NSEC 10



Where to?

1. AS112.ARPA (blackhole-1.iana.org.)
2. EMPTY.ARPA
3. Delegate back to to the root (.)
4. SOMETHING.ICANN.ORG
5. 127.0.0.1
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Still happening? Yes
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Still happening?

dlink, dlinkrouter, belkin, box,
beeline, jetpack, rg-34-wac, ZyXEL-

USG, homegateway,
kornet, router, Selfrouter,

TOTOLINK, Cisco, RouterBOARD,
WirelessAP, wifi, SSG5-Serial, here,
cox, sprint, telus, ntt, bellcanada...
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Still happening?
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Still happening?
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Still happening?
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Still happening?
# Dynamic resolv.conf(5) file for glibc resolver(3) generated by resolvconf(8
#     DO NOT EDIT THIS FILE BY HAND -- YOUR CHANGES WILL BE OVERWRITTEN 
# 127.0.0.53 is the systemd-resolved stub resolver. 
# run "systemd-resolve --status" to see details about the actual nameservers
 
nameserver 127.0.0.53
search singledigits.sdus 

17



18


