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Major changes

Conversational description of how this works.
This is for the active root TA.

Many many readability fixes (thanks all!)
Make examples FQDN.

Some privacy clarifications.

SERVFAIL vs NXDOMAIN...



Major changes
Names!

e _js-ta-<key-tag>
e kskroll-sentinel-is-ta-<hex key-tag>
e kskroll-sentinel-is-ta-<dec key-tag>



Demo

Demo: http://www.ksk-test.net:

Sentinel KSK Test

tl;dr: You are using a lega

This page uses the methods described in A Scotinel for Detecdng Trussed Kevs in DNSSEC o dewermine if the resolvers that you are using will survive tbe upcoming KSK roll,
You should really read the docoment, but the 300006 view is that it attempts to lead resources from 3 nemes:

o "hiipeinvalid ak-resr e fnvalid e
o hopsikskroll-Seneiel-ineE 20T 36. kak - neis- i
* "hitpaiEskroll-sengingl-rot-1e: 20538 Kak-1es netnot-a,gil

It them vses some simple lopie to tell what your fane will be after the KSE ol

£ IE wou are mod uging | validating resabwver, you will be uble 1o load the feecubia recond,

2. IF you are using o validating resolver which does not understand this new mechanism vou will be able to losd both of tbe senting] records: kekrodfl-seerinel-Li-pa- 20236 and
Lakrol-gsenninel-ro-ra- 202 36,

A If you nre wsing a resolver that supports this mechanism pow will only be ehle to load e of the teo sentine] records = which one tefls you how you will fare in the maliover

When runnin the. ehove test, you:
o orc MOT ablz 1o ferch the * Invalid® rocord

» were able to fetch the "kekmoll-sentimel-is-12-202 34" woodnd
» were able to feich the "kmkroll-sentipel-pot-1a-202 36" recoed



Questions?
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What's the problem?

e \We reed want to roll the DNSSEC trust-anchor (KSK)
e Have no way to measure the impact.
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Signaling Trust Anchor Hnowledge in BNS Security Ezxtensions (DNSSEC)

Abstract

The DHS Becurity Extensicons (DRESEC) were developed to provide origin
authentication and integrity procecticn for DHS data by using digital
signatures. These digital signatures can e werified by building a

chain of trust startine from a trust anchor and procesdino down o oa

Solved!

Nope.
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MNumber of sources

Prettier graphs!

RFC8145 Trust Anchor Reports for All Root Servers

B0 |

—— Mumber of saurces reporing trust anchor tata
Number of soureas repoding only KSK-2010
— Percentage of sources reporting only KSK-2010

SO000

40000

300010

20

10

Parcaniage

11



Sentinel

1. Requires a (simple) resolver update
2. Allows anyone to set up a measurement service
3. Exposes the result to the users

The change

Just before sending the response (after resolution, validation):

® kskroll-sentinel-is-ta-[key].something?
= |f have the key, reply normally, else SERVFAIL

® kskroll-sentinel-not-ta-[key].something?

= |[f do NOT have the key, reply normally, else SERVFAIL
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Example

e |'m a validating resolver. | support sentinel.
e | have the new KSK (20326)

| get a query for invalid.example.com
= |t fails DNSSEC validation - SERVFAIL
| get a query for

kskroll-sentinel-is-ta-20326.example.com

= | resolve it and get 192.0.2.23
= | have (and am using) KeyID 20326

o answer with 192.0.2.23
| get a query for

kskroll-sentinel-not-ta-20326.examguile?"

= | do have (and am using) KeyID 20326
o send SERVFAIL

. ] e 1
el T SO LI kIR TORDS



Yawn. So what?!

<html>

“<body>
<h1=KSK Roll Test</hl=>
i:p:l-

Fish: <img src="invalid.example.com/fish.jpg">
Kitten: <img src="kskroll-sentinel-is-ta-2@8326.example.com/kitten.jpg">
Puppy: <img src="kskroll-sentinel-not—ta-20326.example.com/puppy.jpg">
</n>
</body>
</html>

Do you see:

e Fish? Not validating, key-roll doesn't affect you.
e Kitten and Puppy?

e Kitten? You have the new key, you'll be fine.

e Puppy? DANGER! You only have the old key.
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? Kittens?!

Sadly, no...

hitpl Adanvalid, ksk=test.net A invallid, grt1™ /s
“WtrpE S sRroll-ssntingl-1e-ta-20336. Ksh-tact. mat/fic=ta, gir" =
=Yg f/Rskrall-Senting - 15-13—-20236. ksk—LEs L. e i T-Ta. gLr" fi=

spEn id="sentinel™=c/spans

“IpT Types"TaxEt/1avRscript!ie
Inmalid=true, 1s_ ta=tree, pol_ta=troe, result="Testing faitied..."j

§0'®img_invalid' | errart fupction] J{imalid=false});
0 'wimg Az %a® ) .error{function| | {is taefalcel}):
1 '®img mot_ta' boerrord function! Mnot ta=falsek)

window. addEventListenerl " load® , Tunctionfi{
gwitch [(trus) o
cass Imvalin True?

result="No DNSSEC validation, you will e TL
cEse (as_t troe &5 not_ta=—iruel:
resuli="Lar ¥ reanlver; camnol determine your fate!"p breaki
cose (is_ta Truieh s
resyit="WARMINGY: You d0 not have the now |
case (mot_ta—=trusjt
atulatloms, you have The e

$0 ' Fsantinel" b text |l result] ;
i

SFEEFlpt>




...but kittens!!!

Sorry, still no... :~(

Demo: http://www.ksk-test.net:

Sentinel KSK Test

This page uece the methods described in A Seotingl for Deteodns Trussed Koy In DMSSEC 1o determine if the resolvers that you aze using will survive the upeoming KSK roll,
You should really read the docoment, but the 300006 view is that it attempts to lead resources from 3 nemes:

o "hiipeinvalid ak-resr e fnvalid e
o hmps s krol]-geneinel-fieons 202 36 kak g nelfy-La air
+  "hlpaiEskrol-gentingl - par-e 20330 Kak- 1 nit not-a,ei

It them vses some simple lopie to tell what your fane will be after the KSE ol

£ IE wou are mod uging | validating resabwver, you will be uble 1o load the feecubia recond,

2. IF you are using o validating resolver which does not understand this new mechanism vou will be able to losd both of tbe senting] records: kekrodfl-seerinel-Li-pa- 20236 and
Lakrol-gsenninel-ro-ra- 202 36,

A If you nre wsing a resolver that supports this mechanism pow will only be ehle to load e of the teo sentine] records = which one tefls you how you will fare in the maliover

When runnin the. ehove test, you:
o orc MOT ablz 1o ferch the * Invalid® rocord

» wiern able to fedch the "ksknoll-sentinel-is-12-202 345" eoond
o wore able to feich the "ikkrol]-senEmel-pot-1a- 202 36" record
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uestions?
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