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What is this thing’:’

o All the root-servers serve the same content
* theg are all slaves

» RFEC7706 (bis) - Running a Root Server | ocal
to a Resolver
+ Now e\/ergbodg canrun aroot....

o .. this may be a feature or a bug.
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What is this thing’:’

“The Primary goals of this

more reliable dNSWCEI'S FOF C

clesign are to Provicie

ueries to the root

zone cluring network attac

KS, and to Pre\/ent

queries and responses from being visible on the

network.”
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RFC7706 vs RFC7706bis

s RFC7706 was started 2014 (published 2015)
* “Decreasmg Access Time to Root Servers bg

Running One on Loopback”

s See 7706bis, Section 1.1

) Summargz loosens restrictions
* NO longer requircs loopback interface
Allows distributions to include this

) J

* f:a”back
+ Distribution sources
) J

]

.ixamples
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Current Sources of the Root Zone

o HTTP / AXFR:

° X‘:r.lax.dns.icann.orgj xFr.cjr.clns.icann.org
» A XER:

© [J:),c)cl,ﬂg)k].root~servers.net
s Other:

© httl:)s: / /localroot.isi.edu/about/
< Napkins
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Message Digest for DNS Zones

dratt-wessels-dns-zone-di gest-Oé
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lmPlementations » Examples "

. “Regular” slaves
* BIND 9.12
+ Unbound 1.8
* “Magic”
+ BIND 9.14
* Unbouncll.9
+ Knot Resolver (Preﬁ”)

) Coulcln’t be botherecl to ﬁgure out
* Microsoft Windows Server 2012




il et St el SIEC UK D

l mplications

DoS - minimized / localized
Privacg - not leakin queries’?l
Resiliencg - control your clesting
Performance

| oss of measurement - DITL
Root -> less imPortant?
Additional complexitg. 2

Generic solution - feature or bug’?

— i e~

- -’-_W e T it S Toteew

8



3
4
|
X




- ——ra

References / Backup

. ngerlocal Root Service - David Conrad

) Running a Root Server | ocal to a Resolver - draft-ietf-

ansoP~7706]:>is

* Analuzing and Mitigating Privacy with the DNS Root Service
* TE;H(: %
2 ht‘cps: sl goutu.be/ bSKBRM NQ7sO
. httlos: //www.isi.edu/~hardaker/ Presentations/
ZO]8~O7_~ND55~Root~PrivaC9~Hardaker.Pchc

Wm e — T ——T e T P - —— ~ —


https://www.eednsforum.org/upload/presentations/Conrad.pptx
https://datatracker.ietf.org/doc/draft-ietf-dnsop-7706bis/
https://datatracker.ietf.org/doc/draft-ietf-dnsop-7706bis/
https://www.isi.edu/~hardaker/papers/2018-02-ndss-analyzing-root-privacy.pdf

