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Fun with TLD:s...

1 Warren Kumari (ICANN Beijing, 2013-04)



Background
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o https:// requires a public key, carried in a
certificate.

o Obtain this from a Certification Authority
o Binds public key to identity

o Browser uses this to make sure it is
talking to the correct server.
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Validation
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o Validation™ is simply receiving a token in
email at an address (webmaster@, the
email address in WHOIS)

o Reply with the token to prove
“ownership” of the domain.

* . Domain Validated certificates. EV /| OV have more stringent validation.
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Internal Server Names
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o Designed for “internal only” type
applications.

o Often used by Microsoft Exchange,
Active Directory.

o WWW.corp, www.accounting, mail.test
o Doesn’t end in a TLD
o can’t be used on the Internet

o nowhere to send the validation email
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http://www.corp
http://www.accounting




Certificate request
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Dulles Steel and Forge Supplies

WWWwW.Slte


http://www.site/emailAddress=warren@kumari.net

e Select ’ W Submit ‘ ? What now?

Where is your certificate going to be hosted?

Web Hosang, Grd Mostng. Websie Buider, Quick Shopping cart. or Dream Design Team
_ Dedcated Senver or Virual Dedicated Server, with Simple Control Paned
(o Thirs Pay, or Deccamd Setver or Vsl Desicatd Server, mihou! Semple Contal Panet
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Issued Certlﬁcate
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Subject: O=www.site

X509v3 Subject Alternative Name:
DNS:www.site, DNS:site


http://certificates.godaddy.com/repository
http://certificates.godaddy.com/repository
http://www.site
http://www.site
http://www.site

Testing
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o Setup a fake root
o Delegated .site to myself

o Setup a webserver, serving the cert
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https: / fwww.site

O
o (@ s wwwsite

It Works! SlMls using an encrypted connection to www.site.
' Encryption with a digital certificate keeps Information private as it's sent to
or from the https website www.site.
MkmedefalhwebpageforthBT

Go Daddy Class 2 Certification Authority
“ [ Go Secure Certification Authority

s
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www.site

Issued by: Go Daddy Secure Certification Authority

Expires: Wednesday, October 2, 2013 7:56:35 PM Eastern Daylight Time
@ This certificate is valid




It works!

This is the default web page for this server,
The web server software is running but no content has bee

www.site
tssued by Go Dadady Secure Cemtification Authonty

Expires. Wednesday, October 2, 2013 7:56:35 PM Castern Dayight Time

© Thix certificace is valid
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S0 what?

mw‘hm CA - "6”““"“"’“:3‘.”.""‘ ._“"\-;w-."“-.d’\,.‘d“:&“
g -

AT 0 WA oA ; ; - w‘w

1 .Get a certificate for something ending
in an applied for TLD.

2.Wait for it to be delegated.

3.Hang out in Starbucks, or a hotel, or

domain hijack, or cache-poison, or
DHCP poison, or...

4.Present this cert, get the lock icon.

5.8teal banking credentials, cookies, etc
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Investigations
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o SSAC formed a work party

o Researched prevalence of non-FQDN
certs

o Using the EFF SSL Observatory
data

o 1,053 Internal Server Name

certificates ending in 63 applied-for
TLDﬁ g pplied-f

o Lower bounds estimate
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Investigations
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o Confidentiality issues
o Responsible Disclosure
o Security Team
o Contacted CA/B Forum

o “Coordinated Vulnerability
Disclosure”
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CA/B Forum
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o CA/B Forum Stepped up.

o Already had started deprecating
internal certs, but speeded things up:

o Stop issuing within 30 days of each
new gTLD approval

o Revoke within 120 days

o Unless customer proves domain

ownership.
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Solved? Nope...
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o Not all CAs are members of the CA/B
Forum

o So not bound by these agreements

o But generally trustworthy / follow
guidelines

o Revocation ineffective™

o Blocking CRL/ OSCP / air-gapped
networks

* o http://lwww.imperialviolet.org/2011/03/18/revocation.html
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http://www.imperialviolet.org/2011/03/18/revocation.html




